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1
Decision/action requested

This contribution proposes a skeleton to capture the unicast link security procedures
2
References

[1]
TS 33.536 v0.2.0
[2]
TS 33.303
3
Rationale

This contribution proposes a skeleton to capture the security of the PC5 unicast link. Detailed text for all of the proposed clauses is provided in S3-200345, S3-200346, S3-200347, S3-200348 and S3-200349. The breakdown of clauses follows that in TS 33.303 [2]. 
4
Detailed proposal

It is proposed to include the below pCR in the TS [1].
**** START OF CHANGES ****

5.3.3
Procedures

5.3.3.1 
Securing the PC5 unicast bearer
5.3.3.1.1
General

Editor’s note: Contains introductory sentence
5.3.3.1.2
Overview 

Editor’s note: Contains information on key hierarchy, security states and high level flows (similar to TS 33.303)
5.3.3.1.3
Key establishment procedures  
Editor’s note: Contains flows for the establishment of keys (similar to TS 33.303)

5.3.3.1.4
Security establishment procedures  
Editor’s note: Contains flows for the establishment of the security (similar to TS 33.303) plus security policy 
5.3.3.1.5
Protection of the unicast traffic 

Editor’s note: Contains details of the protection of traffic (similar to TS 33.303)
**** NEXT CHANGE ****

Annex X (normative):
Key derivation functions

Editor’s note: Contains the derivation of needed keys and usual introductory stuff

**** END OF CHANGES ****

